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,QWURGXFWLRQ
+XPDQFKDUDFWHULVWLFVDQG WUDLWVFDQEHPHDVXUHGDQGVWRUHGGLJLWDOO\ LQ WKH IRUPRI%LRPHWULFV7KHVHFDQEH
XVHGIRUDFFHVVFRQWUROE\XQLTXHO\LGHQWLI\LQJDQLQGLYLGXDOHYHQIURPDODUJHLQJURXSVWKDWLVXQGHUVXUYHLOODQFH
7KLVLVIHDVLEOHGXHWRWKHGLVWLQFWLYHPHDVXUDEOHFKDUDFWHULVWLFVWKDWDUHSUHVHQWLQWKHKXPDQELRPHWULFVQDWXUDOO\
'XH WRQDWXUHVYDULDELOLW\ LQKHULWHG LQ WKHVHSDUWVRIERG\ WKH\DUHEHLQJXWLOL]HGDVXQLTXH LGHQWLILHUV WRGHVFULEH
LQGLYLGXDOV DV D ODEHO3K\VLRORJLFDO%LRPHWULFV ILQJHUSULQW SDOPYHLQV IDFH UHFRJQLWLRQ'1$SDOPSULQWKDQG
JHRPHWU\ LULV UHFRJQLWLRQ UHWLQD DQG RGRXUVFHQW >@ DUH XWLOL]H WKH XQLTXHQHVV LQ WKH VKDSH %HKDYLRUDO
FKDUDFWHULVWLFVDUHUHODWHGWRWKHSDWWHUQRIEHKDYLRURIDSHUVRQLQFOXGLQJEXWQRWOLPLWHGWRW\SLQJUK\WKPJDLWDQG
YRLFH6RPHUHVHDUFKHUVKDYHFRLQHGWKHWHUP%HKDYLRPHWULFVWRGHVFULEHWKHODWWHUFODVVRIELRPHWULFV>@
$QHZFODVVRIELRPHWULFV FDPH LQH[LVWHQFH VRPH\HDUVEDFNZKHUH WKHQRQYLVXDO WUDLWVRIKXPDQERG\ OLNH
YHLQVZHUHXWLOL]HGIRUXQLTXHLGHQWLW\RIKXPDQ'XHWRODUJHYDULDWLRQVLQVWUXFWXUHRIERG\SDUWVDPRQJKXPDQV
DQG WKHLU VWDELOLW\ XQGHU KHDOWK\ FRQGLWLRQ WKHVH KDYH EHFRPH YLDEOH VRXUFH RI XQLTXHQHVV LGHQWLILFDWLRQ 9HLQ
ELRPHWULFVFRYHUV WKH ODUJHSRUWLRQ LQ WKLVDUHD5HFHQWO\ VRPHRI UHVHDUFKHVKDYHFODLPHG WRXVHERG\SDUWV OLNH
RUJDQVEUDLQOLYHUERQHVHWFDVELRPHWULFWUDLW:HDUHH[SORULQJWKHVDPHFDWHJRU\>@
:HDUJXH WKDWDOO WKHKXPDQVGLIIHUIURPHDFKRWKHU LQDFWLRQVDQGEHKDYLRUEHFDXVHRIEUDLQ+XPDQ¶VDFWXDO
LGHQWLW\LV%UDLQ6RZK\QRWXVHWKLVEUDLQDVELRPHWULF>@%UDLQ%LRPHWULFVDUHLQXVHIRUDORQJEXWLQWKHIRUPRI















DFWLRQV7KHVH VLJQDOVKDYHEHHQ IRXQG WREHXQLTXH7KHRWKHUELRPHWULF FDSDELOLW\ LQ WKHEUDLQ LV LWV JHRPHWULF
SURSHUWLHV'XHWRYDULRXVQHXURQVJUH\PDWWHUDQGZKLWHPDWWHUWKHEUDLQLVDSLFWXUHGDVVROLGPDVVLQ05,DQG&7
VFDQV7KHVHJHRPHWULFIHDWXUHVLQFOXGHEUDLQV¶VKDSHVL]HERXQGDU\YROXPHHWF)RUVSHFLILFOLIHVWDJHVWKHEUDLQ
JHRPHWULFDO IHDWXUHV FDQ EH VSHFLILFDOO\ FKDUDFWHUL]HG 7KH VL]H RI WKH EUDLQ WKH JUH\ DQGZKLWHPDWWHU YROXPH







XVH WKHP DV LQGLYLGXDO LGHQWLILFDWLRQ 7KH KLGGHQ ELRPHWULF WHFKQLTXHV EDVHG RQELRVLJQDOV VXFK DV (&*
(OHFWURFDUGLRJUDSK\((* (OHFWURHQFHSKDORJUDSK\	(0*(OHFWURP\RJUDSK\ DQG VRPHPHGLFDOPRGDOLWLHV
VXFKDV05,LPDJHVDQG;5D\LPDJHVWRSHUIRUPDUREXVWELRPHWULFV)LJXUHVKRZVKRZWKHWXPRUVDUHH[WUDFWHG
IURP WKH EUDLQ05, VOLFH DQGKRZ VL]HRI WXPRU LV HVWLPDWHG7KH' VWUXFWXUHRIEUDLQ LV VKRZQ LQ ILJXUHF
ZKLFKFDQEHXVHGDVELRPHWULF>@,QILJXUHWKHKRPRJHQRXV'DXJPDQUXEEHUVKHHWPRGHOLVVKRZQZKLFKWKH
EURNHQ OLQH WKDW HDFK URZRQ WKHQRUPDOL]HGEDQG FRUUHVSRQGV WR DQ HOOLSWLFDO ULQJ%UDLQ ELRPHWULF VXFFHVVIXOO\
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3URSRVHG%UDLQ%LRPHWULF0HWKRG
7RXVHEUDLQDVELRPHWULFWUDLWZHKDYHWKRXJKWRIXVLQJLWVJHRPHWULFIHDWXUHV7KHVHIHDWXUHVFDQEHH[WUDFWHG
RQO\ ZKHQ ZH JHW WKH SK\VLFDO PHDVXUHPHQW RI EUDLQ DQG LWV ' VWUXFWXUH %UDLQ LPDJLQJ LV DSSOLHG WR JHW WKH
FRPSOHWHEUDLQ VFDQ WKURXJK05,	&76FDQV7KHFRPSOHWHEUDLQ LVYLVXDOL]HGDV' OREHDQGFDQEHFXW LQWR










LV VHOHFWHG E\ UDGLRORJLVWV WR GHWHFW WKH VL]H RI WXPRUV LQ WKH EUDLQ:H KDYH XVHG WKLV IDFLOLW\ RI VHOHFWLQJ VOLFH
WKLFNQHVV WKURXJK D VOLFH VHOHFWLRQ DOJRULWKP7KLV LV D VHFXUH DOJRULWKP LQZKLFK WKH EUDLQ VFDQQLQJGHYLFHZLOO
VHOHFWWKHVL]HRQWKHEDVLVRIWKHVHFUHWNH\HQWHUHGE\WKHVXEMHFW7KHVHFUHWNH\HQWHUHGE\WKHVXEMHFWLVXVHGWR
VHHGDSVHXGRUDQGRP31NH\JHQHUDWRUZKLFKUHWXUQVDUDQGRPNH\WRVHOHFWWKHFRUUHVSRQGLQJVOLFHQXPEHUIURP
WKH EUDLQPDS 7KH JUD\ VFDOH05, LPDJHV DUH ' LPDJHV IRU WKH ' EUDLQ VOLFHV 7KH LGHD LV EDVHG RQ2WVX¶V
PHWKRGIRUVHJPHQWDWLRQ WKURXJK WKUHVKROGLQJDQG LJQRULQJ WKHH[WUDSDUWV LQ WKH05, LPDJHV7RILQGELRPHWULF
FKDUDFWHULVWLFV IURP WKH EUDLQ LPDJH WKH UHJLRQ RI LQWHUHVW LV WR EH VHSDUDWHG:H QHHG RQO\ WKH JUD\ DQGZKLWH
PDWWHULQWKHEUDLQ7KHEUDLQVXUIDFHVWXG\KDVEHHQGRQHHDUOLHUDOVRIRUPHGLFDODQDO\VLVEXWKHUHZHVHJPHQWWKH
EUDLQDQGGHYHORSDQDUWLILFLDOEUDLQVWUXFWXUHXVLQJJHRPHWULFDOSDUDPHWHUV7KHVXUIDFHDUHDDQGYROXPHVZLOOEH
FDOFXODWHGRI WKLVDUWLILFLDOEUDLQQRWRULJLQDOEUDLQVWUXFWXUH7KLVSUHYHQWV WKHRULJLQDOEUDLQVWUXFWXUH IURPEHLQJ
VWROHQ
3.2. Proposed Artificial Brain Transformation 
,QWKLVVHFWLRQZHZLOOVHHKRZWKHDFWXDOEUDLQVWUXFWXUHZLOOEHFRQYHUWHGLQWRDQDUWLILFLDOEUDLQVWUXFWXUH7KLV
DUWLILFLDOVWUXFWXUHZLOOEHDIX]]\HVWLPDWHRIWKHEUDLQQRWWKHDFWXDOVKDSHRIWKHEUDLQ'XHWRWKHDSSUR[LPDWLRQ
LQYROYHG WKH DFWXDO ERXQGDULHV RI WKH EUDLQ FDQQRW EH UHJHQHUDWHG IURP WKH DUWLILFLDO EUDLQ SUHYHQWLQJ WHPSODWH




























D    E   F
)LJ3URSRVHG$UWLILFLDO%UDLQ7UDQVIRUPDWLRQD5DGLDO(GJHVLQIRUPRISL[HOVVHOHFWHGLQLPDJH
E*XLGLQJPDWUL[WRVHOHFWSL[HOVF,QWHUVHFWLRQEHWZHHQEUDLQERXQGDU\DQGUDGLDOOLQHV
3.3. Biometric Verification Algorithm 




IHDWXUHVRI WKHTXHU\ LPDJHDUHPDWFKHG WR WKHDOO WKH VWRUHG IHDWXUHVRIDOOSHUVRQVRQHE\RQH7KHYHULILFDWLRQ
SURFHVVLVVDLGWREHVXFFHVVIXOLIDW OHDVWRQHRIWKHVWRUHGIHDWXUHYHFWRUKDVWKHGLVWDQFHOHVVWKDQWKHWKUHVKROG















FKRVHQ IRU VLPXODWLRQEHFDXVH RI LWV QDWLYH VXSSRUW IRU LPDJHSURFHVVLQJ7KH DOJRULWKP WDNHV LQSXW WKHGLFRP
LPDJHVJHQHUDWHGIRU05,DQG&$7VFDQV7KHVWDQGDUGLPDJHVIURP0H'(,6$GDWDEDVHKDYHEHHQXVHGWRWUDLQ
A(iͲ2,jͲ2) A(iͲ2,jͲ1) A(iͲ2,j) A(iͲ2,j+1) A(iͲ2,j+2)
A(iͲ1,jͲ2) A(iͲ1,jͲ1) A(iͲ1,j) A(iͲ1,j+1) A(iͲ1,j+2)
A(i,jͲ2) A(i,jͲ1) A(i,j) A(i,j+1) A(i,j+2)
A(i+1,jͲ2) A(i+1,jͲ1) A(i+1,j) A(i+1,j+1) A(i+1,j+2)
A(i+2,jͲ2) A(i+2,jͲ1) A(i+2,j) A(i+2,j+1) A(i+2,j+2)
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
D   E   F





7KHZRUNSUHVHQWHG LQ WKLV SDSHU LV DQRYHO WHFKQLTXH WRXVH WKHPHGLFDO SK\VLFDO IHDWXUHV H[WUDFWHG IURP WKH
EUDLQ PHGLFDO LPDJHV ZKLFK FDQ XQLTXHO\ LGHQWLI\ WKH VXEMHFWV 7KH SURSRVHG V\VWHP LV PDLQO\ WDUJHWLQJ KLJK
VHFXULW\DSSOLFDWLRQVZKHUHWKHSULFHRIVHFXULW\EUHDFKLVYHU\KLJK7KHELRPHWULFIHDWXUHVXWLOL]HGDUHYHU\VLPSOH
WRH[WUDFWIURPWKH05,LPDJHWKXVWKHV\VWHPKDVWKHHTXDOFRPSOH[LW\DVDILQJHUSULQWEDVHGYHULILFDWLRQV\VWHP
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